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Chapter 1. Introduction & Installation

SysUpTimenetwork monitoiis a powerfulagentlessietwork/systems

management product. Itgrides users otdf-box capabilities to efficiently and
proactively manage any network of any size. It consists of three major
components: server, database, and client. All three of them can be installed on the
same machine or different machines.

Database
S0L, SMkP

cormmands,
Fort

Figure: Overview of SysUpTiméetwork Monitor

Telnet/=S5H

SNMP Traps

SysUpTime User Manual 4 Copyrighta iDeskCentridnc.



System Requirements

¢  Windows7, Vista, Windows 2003 Server, Windows XP SP1 or later, or
Windows 2000. Or Redhat Linux 9.0 or later versions.

¢ 200 MB of disk space. More is required if you need to store peafocen
and SNMP trap data.

¢ 512MB of RAM required.1024MB or more recommended.

On windows, you need to log in as a system administrator in order to install
SysUpTime.

SysUpTime server will run as a Windows service that automatically starts up
when Windovs is booted. By default, the SysUpTime service is run under the
Local System accounthich has no privileges on other machinésu need to
specify an administrator account for the SysUpTime service if

¢ You will create monitors thateedto executeVMI commands oremote
Windows commandéuch agexeq.

¢ Or you will configure actions (reboot, kill process, etc) ttattrolremote
Windows machine.

OnWindows

You need to log ims a user witdministratomprivilegein order to install
SysUpTimeserver SysUpTime server is installed asVindows Service .
The server will be automatically started when Windows is boditgdu
need to use WMI performance monitors and some other features, the
SysUpTime service must run under an administrator account ircstéael
default system account.
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On Linux:

Download the sysuptime.sh from our website.
Login asroot user.
Do Achmod +x sysuptime.sho to assign t
Run sysuptime.sh
To startSysUpTimeserver, execute
SINSTALL_DIR/server/birunserver.sh
To start SysUpTim& desktopclient, execute
SINSTALL_DIRglientbin/runclientsh

O 0O O0OO0Oo

o

If you have a firewall between SysUpTime server and cltaety TCP port 9502
9503 an®d504 need to be open.
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Chapter 2. User Interface

Login window

When SysUpTime client starts up, it prompts user to enter user name and

password. There is a default account with
6admi no. 't is recommended to change this
The value of the server field isalnost name or IP address of the SysUpTime

server. A user can manage accounts after logging in if his account has enough

privilege.

I n a clustered environment, the serveros

only connects to a specific server ged of all available SysUpTime servers in
the cluster.

24
A

Both default user and password are admin

User name: [admin ]

Password: |.--- l

Server: | localhost ]

I‘ ok \ Cancel l

login window ofdesktopclient
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Main Window

FEX

File Edit “iew Toolz ‘Mindow Help
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‘Network Explorer <0 x || Topology Yisw XI Perfarmance Graph - Ping web sites ><] | |:65.28.99.1 { 65.28.9... I x
% Topology Yiew
----- O 65.25.99.1( 65.28.9
----- O 123.159.11.1(128.1
----- O 169.254.0.0
----- O 172.16.1.0
B~ @ 172.16.2.0[ 1 node ]
L@ 172.16.2.61
----- O 172.16.10.0
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----- O 172.16.12.0
----- O 172.16.20.0

a ? |-
----- O 172.16.30.0 =S
----- O 172.16.31.0

£5.38.99.4 172.16310 _{ I
----- O 172.16.40.0 < =

@ @ 152.168.1.0[ 11 nod| [ larm Browser x| ~

----- O 192.1638.2.0
_____ O 192.168.200.0 Ack Cl.., Sewve... Source Time « IMessage

= Display Properties
Device Name

Icon

Wisible

1?2.15.2::1,0 Resizeable
Moveable

(= Device Properties
Dedicated

Interfaces [J

172.16.12.0

..... o 192.168.231.0 [ [ warn... 63.208.... 2006.06.1... Performance alarm, Ping web sites, curre. ..
----- O 192,168.232.0
----- O 192,168.234.0
----- O 192.168.235.0

Performance alarm. Ping web sites, curre. ..

65.28.99.1 { 65.28.99.1) i
Interfaces [3]:

all Alarms | Threshold alarms Error Alarms

----- O 208.102.18.1 (208.1 atus Alarms Application Alarms Troubleshoating Alarms 1. 652209 1
A 2 A5280E1
Message: Performance alarm. — 3 6522971
329.000
SNMP Version: 1 w
4] | > < | Sl
II IP ¥izw | Function Yiew Total; 2 Criticali 0 Major: 0 Miror: 0

Main window consists of five major components:
Menu

Toolbar

Network Explorer

Network Topology View

Node Properties

O 0 0 00

You can move window® different locations. For instance, the alarm browser
window is located beside network topology window when it is opened. You can
click its tab and hold the mouse to move it under topology window, so that you
can see the incoming traps without switching
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Menu

¢ File Menu:

(0]

(0]

(0]

Manage Probes Manage data of probe®nly availablein the masta®s
client of MSP edition

Node List Display all the nodes in a table.

Export Node List: Export nodes to a CSV file.
Export Current Map : Export current map to a JH{&
Export All Maps : Export all the maps to JPG files

Exit: Exit client

¢ Edit Menu(only apply todesktopclient)

(0]

o

Delete Map Object Delete selected map object

Merge Two Nodes Merge two selected map objects into one object. For
example, for a comper with two network interfaces but without SNMP
agent, automatic discovery will treat it as two different nodes. In this case,
you can use merge function to merge them into one node.

Background Image Insertor remove a background image for top level
map.

Find Node: Find a node based on its nanfe addressMAC address or
other propertieslf the node is found in the maps, it will be highlighted.

¢ View Menu (only apply todesktopclient)

(0]

Rearrange Map

Map can be automatically rearranged. After mapremnged, you will be
prompted to save the changes when leaving current map or switching to
view mode.

Forward/Backward
These two menu items are for navigating between maps.

Forward: Go to the next map.
Backward: Go to the previous map.
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0 Zoom in/Zoom out
These two menu items let you change the magnification of maps.
o0 Restore
Restore the current map to its original size.
¢ Tools Menu
Menu items will be described in later chapters.
¢ Configure Menu
Menu items will be described in later chapters.
¢ Window Menu
It allows users to opemetwork explorer and propertigsndows.
¢ Help Menu

AApply licens® menu item can be used to applgeaw license fileOnly
administrators can apply license.

SysUpTime User Manual 1C Copyright iDeskCentridnc.



Network Explorer Window

‘Metwork Explorer 0
52 Topology Yiew e
------ O 169.254,0.0
------ O 172.16.1.0
-0 172.16,2.0[ 2 nodes ]
------ O 172,16.3.0
------ O 172.16.10.0
------ O 172.16.11.0
------ O 172,16.12.0
------ O 172.16.20.0
------ O 172.16.21.0
------ O 172.16.30.0
------ O 172.16.31.0
------ O 172,16,40,0
#-- 0 192.168,1.0 [ 9 nodes ]
------ O 192,168.2.0
¥ 0 192,168,110 1 node ]
w0 192,168.150,0[ 1 node ]

W

HE Wigw| Function Wies || SMMP MIB

Figure: IP ViewPane

:MNetwork Explorer ax|| To
MIE Tree -~
=} § RFC1213-MIB.iso.org.dod.internet
=4 mgmt
=4 mib-2
=Y system

sysObjec Find in suktree

sysUpTire Expand subtree
sysionts Graph View
sysharme

sysLocaki Get

Lo sysServic Get Mext

=~_4 interfaces et Subtree
= ifrumber oy
= E |FTaF-Ie Vil

ifEr

----- il Add Perfarmance Monitar
< > |
IP View || Function View | spmp MIB ¢

Figure: SNMP MIB Pane
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¢

IP view

In this tab, nodes are sorted
based on their IP addresses.

If a node has multiple IP
addresses, then each IP address
will be represented as a node in
the IP tree.

Function View

Nodes are sorted based on their
functions.

If a node serves multiple
functions, then each function will
be represented as a node in the
function tree.

SNMP MIB

Display MIB treesand provide
easy ways to do SNMP
operationsSelect a topology

map node, and then right click on
a MIB tree node and you can
select operations like MIB table
view, graphview, adding
performance monitogtc.

The graph function can plot a
real time graph for the selected
MIB instance.

i A dPérformancéMoni t or O
menu allows you to quickly add
an SNMP monitor.

This functionaliy is not available
in the free edition.
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Network Topology Window
¢ Device Panel and Topology Map

Device panel is only available in edit mode. It provides icons that can be dragged
to topology map. Icons represent network devices or links. If you righktah an
icon and click on théMore Icon® menu, more icons will show up.

During network discovery, each discovered node will be assigned an appropriate
icon. The type of icon is determined by the deviseralue ofSysModeproperty.
If no matching ica is found, then genericicon is used. For example, if a node is

L4

a Windows 2000 machine,wsinZOOO(m:IfW)icon is assigned to it. So usean
tell the device type easily.

Users can add more icons or modify existing ones themselves. All icons are store
in the following directory:

SINSTALL_DIRSysUpTimeervekimagatopology
The sub directories denote the device types. For instantapologyserver
directory contains all the icons for servers. If you want to add a new icon, say,

Mac OS X, you can add ddinamed osx.gif (or other image file types such as
jpg). The new icons will take effect after next network discovery is finished.
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Right click on a node, depending on whether it is SNMP enabled, the following

popup menu will show up:

Ir: 1|
- Redizcover tt
1921k
ity
Trace Rovte
Telnet
SEH

Add Perfarmance Monitor

Graph Yiew for Selected MIE Ohject

SMP Info

MIE Browwser

Viewy Al Uncleared Alarms
Igniare Past =MMP Traps
Shapshot

Propetties

SysUpTime User Manual

MIE-II. Zystem Infa

MIE-II: Port Takle (ifTakble)

MIE-II: Routing Table (ipRouteTakble)

MIE-II. &ddress Table (ipAddreszTakle)

MIE-II: TCP Part Table (topConnTakle)

MIE-II: LIDP Port Takle (udpTakle)

MIB-I: ARP Table (ipMetTokediaTakle)

Host Resources MIB: CPU Usage (hrProcessorTable)
Host Resources MIB: Processes (hr3WRunTahle)
Host Resources MIE: Installed Software (hrsinstalledTakle)
Host Resources MIE: Disk Drives (hrStorageTable)
Host Resources MIE: Devices (hrDeviceTakle)
Windowws MIE. Service Infa (svSvycTable)

Windowws MIE: Users (svlserTable)

Windowes MIE. Share (svShareTable)

MET-SMMP: Proceszes (prTakle)

MET-ZMMP: Memary Info (rmemary’)

Cizoo System Info (leystem)

Cizoo: CPU Usage (cpmCPUTotalTakle)

13
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To Parent Map

Jump to parent map.

Rediscover It

Rediscover this node.

Ping/Trace Use Ping/Trace Route, Telnat SSHto check node
Route/TelnetSSH status.

Add Performance Add a new monitor for this node

Monitor

Graph View for
Selected MIB Object

Plot graph for selcted MIB object of the SNMP MIB
pane.

Port View If node supports SNMP, it will display information
about all the ports of this node, including bandwidth
utilization, error percentage, etc.

SNMP Info If node supports SNMP, it will guery SNMP agent to
values and show them in a new dialog wind®tvs
menu can beustomizedy modifying the
S$INSTALL_DIR/client/config/snmpinfo.conbnfigure
file. You can add or remove menu items.

MIB Browser Launch MIB browser window.

Ignore Past SNMP If nodehas uncleared trapand the alarm browser is

Traps open nodeds color is red.

change it back to normal color.

View All Uncleared

View all the uncleared traps of this node in the past 2

Alarms hours.

Snapshot Launch a new windowo display information about thig
node and its monitors.

Properties Launch a properties window.

SysUpTime User Manual
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¢ Editing Map

Every change you made to the map will be saved immedi&#lit click on the
map to open context menu, and select a map editing operation.

To addanew device to the current map, you just need to drag the icon from
device panel to the map. When adding a new node, system will prompt user to
enter some parameters and it then automaticattgadiscovery against the new
node. If the node isat reachable, system will prompt user to discard it or not. If
the map is subnet, the newly added node will be automatically connected to
subnet.

If the map is top level map, yaandrag a link to connect it witanotherdevice.
After a link is createdyou can set its properties, and set the interfaces this link is
associated withWhen the end interfaces of a link are not configured, the link is
redand the link positions will not be preserved even after save unless it is
correctly configuredlts cola will be changed to blue after interfaces are properly
configured. If a node has only one interface, it will be automatically assigned to
the link. If a node has more than danterface user needs to pick one of them and
assign it to the link. If a nodeas no unoccupied interface, then you need to add
one for it.

SysUpTime User Manual 15 Copyright iDeskCentridnc.



¢ Node Snapshot

Node snapshot lets useake a quick look at the status of the selected node.

Il n web client, the equivalent is the nod
tobringupa cont ext menu, then select AStatuso
ﬁ Mode Snapshot

~-Device Information

Properties A

SysObjectldValue 136.141311.1.1.313

CPU Count 1 1

CPU Type Intel

Function Host

Mamnrv Sive 405 MR v

- w

~Monitor and Host Resources Information

~Hard Disk ~Hard Disk S
L =331 Lﬂbﬂl:!’/‘.}l@‘.ﬁ.ﬁl Saerial Numbar oc0ZI782 E:\ Label: Sarial Numbbaer fTocbe5911
B3 BASY:
— AG.41% L1
53_59%
[* Free = 0846723 Used =8.354,101) |# Free = 1,285,531 Usea = za7.sas) -

The upper panel displays properties of the node. The lower panel displays monitor
and host information. The type of chart of a monitor can be configured in the
AfAdd Monitorso dialog.

Pressing ARefresho button wildl update the
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Properties Window

:192.168.1.199 { Iserver ) - Propert... I+ x

- Display Propetties )
Device Naml 192.1658.1.199 [ lzerver ) - Properties

Icon
Yisible
Resizeable
Mowveable

- Device Propetties

Dedicated

SysObjectldvalue A1.3.6.0.4.0.8072. . )
SMMP Properties [3
Inkerfaces ]
CPU Count “
SysObjectIdv¥alue i

103614 1.8072.3.2.10

DashboardWindow (Web client only)

Properties window displaythe
properties of selected node. In
view mode, properties are grayed
out andcannotbe modified. The
user needs to switch to edibode

in order to change the properties
of nodes.

Network explorer window has to
be open, otherwise properties
window will not be updated.

Dashboard window displays important data such as status of nodes, recestaald

top tenlists of monitors.

SysUpTime User Manual
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User Management

Chapter 3. User and View Management

User Administration
serMame Fulliame Passwiord Privilege Ackive Crganizakion
admin admin kA admin
jsmith wkbkddk | nhearyer
rm wkdkkd | nnerakor
[ add User ] [ Maodify User ] [ Delete User ] [ Close ]

Each user is assigned one of the three privileges: admin, operator and observer.
By default, admin privilege has all the permissions and observer group has
mini mum permi ssions. You can change
window.

their

Each user is associated with zero or more organizations, which are tied to
different topology views.

User name must start with anusermamess or di g
The maximum length of user name is 20 charackurmber of allowed users

depend®n the license type.

You can suspend a user by <clicking the <c¢h
After SysUpTime is instal lweod,d d adenfiamwl|l ti su

created. You should change its password to a secure one to enhance security.

Change Password

Change current userd6s own password.

SysUpTime User Manual 18 Copyright iDeskCentridnc.



User Permissions

User Permissions

Maodule Administrakor Cperator Ohserver

Alarm Browser
lser Management

=l

1]

Z

=

=

o
FEEEEEE
OEEEEEE
COOOCEE

| ok || concel |

This window is used to assign permissions to different groups. By definition,
administator group has all privileges, and observer group hasaelgd
privileges.

For trap module, although observer group does not have privilege to change a
trapdbs properties, it still can view al/l

Manage Organization

Manage Organizations @
Qrganizakion Users Yiews
wYZ Carp OpEer Topology Wiew, #¥Z's nebwaork
FOo Inc, oper Topaology Wiew
[ Add H Delete ” Modify H Close ]

An organization can h&awone or more users, and it can be associated with one or
more network views. A user can only open the views assigned to his organization.

SysUpTime User Manual 19 Copyright iDeskCentridnc.



Create CustomView

Create Customer View

3

O 192.168.1.1 { LINU: )

O 192,168.1.233 { KI-4F, ..

O 192.165.1.254

Wi Mame: | wid's Netwnrk| | ‘Wisible ko Organizatiuns:| W Carp, " Edit ]
Cptional: Properties: Selected:
O 172.16.2.61 Mame Yalue @ 192,168.1,190( FFa70C,..

@ 192.168.1,193 { SERVER )
@ 192,168.1,199 [ |server )
O 192.163.1.235

SysUpTime User Manual

Filker:

[] &pply Filter

Tvpe: Device Mame:
| || |

IP Address Range:

Figure: Create a newustom view

Custom vievg can be used to create udefined maps. liets you create your
own set of devices based on device type, location, or other selection criteria. Each
custom viewcan be associated with an organization, so users who are not in the
right organizationgannotaccess theustom view Administrators hae access to

all thecustom vies.

Topology view is the global view and contains all the nodes. Nodes qushem
views are the same as those in the topology view. If you edit the properties for a
node in the topology view, the node in other views Wilkrmge as well. However,

if you delete a node fromaustom view it will not be deleted from topology

view.
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Custom views, unlike subnet map, can be rearranged and background image can
be inserted after switching to edit mode.

Custom viewcan be openedthough A Fi | e/ Open Vi ew0O menu.

SysUpTime
File Edit Yiew Toolz Window Help

:Network Explorer a0k | .84 ] BYZ's Wiew x] (4] +][=] &
B2 wvT's View Al 2
@ 19216811 ( linux ) @
e @ 192,168,1,120 { OWEN ) &

o 192.168.1.165
@ 192,168.1,198 { SERVER )
L@ 192,168,1,199 { lserver )

lirie

192.168.1.165

lserver

£

IP Yiew | FUnCtion Yiews | SHMP MIG | < | -

Figure: Acustom viewvith five nodes
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Chapter 4. Network Discovery

Network discovery is an important step for network management. An accurate
topology map is vital for identifying network problems.

Major features bSysUpTimés discovery module:

Support for layer 3 and layer 2 discovery.

Accuracy.

CIM (Common Information Modelhased bject model

Support for multiple protocols including SNMPv2c/v3 PING, Netbios,
HTTP, etc.

Unigue mediation layer technologgsures unlimited extensibility. New
device support can be easily added by user.

o Periodical discovery.

o Automatically merge topology of a new discovery with the old one.
Manually added/hidden nodes will besperved in new topology.

o O 0O

o

The menu of network diswery is shown below:

Discovery ®% Discovery

Trap Receiver B4 Stop Discovery
Performance b 2k Perindical Discovery
Report L WLAN Manacer
Uzer Management b - Discovery Report
MIE Broweser

Device Manager
Configure r

SysUpTime User Manual 22 Copyright iDeskCentridnc.



Start Discovery

Discovery Options
Seed | 192.168.1.1
Discaver Public IPs

Max Hops From Defaulk Gateway

seconds

Ignore Mon-SMMP-enabled Devices [ ]

Tirneouk

Mumber of Threads

Clean Discavery
Deteck Metwork Services ]
SMMP Agent Properties
IP Address Fead Communiky Yersion I=er Mame

192.168.1.1 ook 1
Discowvery Filkers

IP ar IP Range syshlame sysDescr Device Types Mode

all Tvpes IEGMORE
192.168,1.* all Tvpes MUST
[ Ok l ’ Cancel l

Add

e
sy
[ ody |

Delete

Mlodify

&dd
Delete
Madify

Irnpork

lgl

This dialog is for specifying discovery settings. The settings will be stored in

database so next tintiee user does not have to reenter théfrperiodical
discovery is enabled, it will use thettsegs as well.

0 Seed

It is the starting point of discovery. If no seed is specified, the default

gateway will be used.

SysUpTime User Manual 23
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If the seed IP address is not reachable, SysUpTime will ask user to
continue discovery or not. If yes, the first IP address of theetwhill be
used as seed.

o Discover Public IPs

If selected, discovery willliscover public IP addresses. Otherwide, a
public IP addresses will be ignored.

0 Max Hops from Default Gateway

tisthe number of maxi mum hops from SysUg
gateway. Nodes with more hops will be ignored.

o Timeout
Timeout value for PING and SNMP queries in seconds. The minimum
value is one second. Smaller timeout value can speed up discovery, but it
may skip someinresponsive nodes.

o Number of Threads

Number d threads for discovery. More threads can speed up discovery
process but it may add too much network traffic.

o Ignore non SNMP enabled devices

If selected, all nodes without active SNMP agent or correct SNMP
community names will be ignored.

o Remove Exising Topology Data

If selected, previous discovery results and manually modified maps will be
discarded.

If not selected, SysUpTime will try to merge the new discovery result with
the old maps. All manually added/hidden nodes will be preserved. For
instance, if you hide a node, this node will be stillisible even if it is
discoveredagain. However, for manually deleted nodes, they will show up
again if they are discovered.

o Detect Network Services

If selectednetwork services such as FTP, HTTP artect will be
detected if they are active on the nodes being discovered.

SysUpTime User Manual 24 Copyright iDeskCentridnc.



0 SNMP Agent Properties
If SNMP agents to be discovered &&MPv3 agents dBNMPv1/v2c
agents with nomdefault communitynanseg 6 publ i c6), then you
their properties so thaheir SNMP values will be discovered.
o DiscoveryFilters
If you dord want to discover everything in your networks, then filter is a
great tool to limit discovery scop@r if there are some subnets that
cannot be automatically discovered, you caniltets to force discovery
engine to discover them.
Filter can be set by the following conditions:
¢ IP Rangeor IP address
Four formatsare supported
U SubnetFormat
IP range ends with*6 o r. Foéinstariceil92.168.1.%
or A19 2 mdae d@lthelPs Métween 192.168.1.1 and
192.168.1.254.

U Partial Subnet&rmat Two IPs in the same subnet,
separabed by 0

For examplel 192.168.1.101 92 . 1 6 8mednsdl 0 0 o
the IPsbetween 192.168.1.10 and 192.168.1.100, inclusive.

U CIDR Format
Forexampe,I 1 9 2. 1 6 8 means all/ tlke4Ps
between 192.168.1.1 and 192.168.1.264:92 . 168 . 1. 0/ 25
means IPs betwedl92.168.1.(cand192.168.1.127.

U Individual IP: A single IP address.

If the value is empty, it means ALL Bdresse

¢ sysName

Value of SNMP MIB-1l sysName.

SysUpTime User Manual 25 Copyright iDeskCentridnc.



0*6 and 67?06 are all owed for wildcar
arbitrary string of characters, and
matches any single character.

For instance, fA*0 matches all syste

string startingvi t h Atesto; fAte?to matches i
strings with similar pattern.

¢ sydDescr

Value of SNMP MIBII sysDescr
6*6 and 67?706 are all owed for wildcar

¢ Device Types

User can select one or more system types. System type is
determined byhe value of sysObjectID. There is a list of

predefined mapping of sysObject]| D6
new mapping can b EooleDsaoveryeviceed t hr o
Ma n a gnenu 0
¢ Mode
U IGNORE
Ignore all the nodes meeting the criteria.
U MUST
Discovery engine must discover all the nodes meeting the
criteria.
If there are any conflicts betwe6BNOREandMUSTmode,
MUST will take precedence. If filter settings conflict with other
discovery settings, filter settings take precedence.
¢ Import filter button
| mport O6MUSTO6 discovered | P or I P r

format: each IP or IP range take one line.
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Here is an example:

IP Range sysName sysDescr Device Types| Mode
192.168.10 MUST
172.16.1.0 Windows* Host, Server | IGNORE
192.1682.10i IGNORE
192.168.2.150

192.168.3.1 IGNORE

Discovery engine will discover all nodes exchpsts or servers whose IPs are:

1. between 172.16.1.1 and 172.16.1.254
2. between 192.168.2.10 and 192.168.2.150 and

3. 192.168.3.1

The discovery shouldxelicitly discover the 192.168.1.0 subnet.

Stop Discovery

Stop network discoveryHowever, network topology may not be accurate if

discovery is stopped in the middle.

Periodical Discovery

Discovery can be scheduled to occur periodically. Periodisebdery will reuse
settings of last discovery. If no manual discovery is done, periodical discovery
will use default settings. Periodical discovery starts at 00:00.

Partial Rediscovery
|l f a subnet

full-scale rediscovery.

To invoke a partial rediscovery, right click on a node or subnet and select
fiRediscoveri me n u .

Discovery Report

or

nodeods

It shows a sumary ofthelastnetworkdiscovery

SaveCurrent Topology as Baseline

Save the current topology data, which can be used later to find changes.
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Compare Current Topology with Baseline

Compare current topology data with the saved baseline. It showsraokpo
changes.

Device Manager

SysUpTime suppasthousands of devices and applications. It also provides
excellent extensibility so that users can easily add new device support through
device manager. Orrequirements new device must support SNMPa device

is supported, its properties, including device type, model, and other information
will be identified during network discovery.

Device Manager,

sys0hjectID Value sysDescy Device Type Madel Mendaor
.1.3.6.1.4.1,99,1.1.3.11 2000 SEerver WindowsZ000  (Microsoft
1.3.6.1.4,1.99,1,1,3.11 wp Hosk WindowssP Microsoft
1.3.6.1.4.1.8072.3.2.10 loier R.aouter Laier 2300 M. .. |Loier
1.3.6.1.4.1.8072.3.2.10 lir; SEerver Linux
1.3.6.1.4.1.9,1.437 F.outer 10005 ESR, Cisco
1.3.6.1.4.1.9,1.423 F.outer 12404 G5F, Cisco
136141 F.outer 12406 G5R,

4.1.9 Router E
. 1.9 Hub
1.3.6.1.4.1.9,1.225 Hub 1245M
1.36.1.4.1.9.1.201 F.outer 1720 VPN
1.3.6.1.4.1.9.1.416 F.outer 17600
1.3.68.1.4.1.9.5.28 Switch 1900c
1.3.6.1.4.1.9.5.351 Switch 1900 i b

Modify Delete

The builtin devices cannot be modified or deleted. However, users can add a
device with the same sysObjectID vatoeoverwrite the existing settings.
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sysiObjectID Yalue | || . ]

Device Tvpe |Ru:uuter L |
Oplions << ]
All Functions Selecked Functions
Switch ~
Eridoe 0
Function Hub
Prinker 3 £
Firewall w -
Model | |
Vendor | |
Icon | || 00 ]

sysDescr contains | " = ]

Other Properties | V" Add ] l Delete ]

| o || concel |

The sysObjectID value is required and it will be used as a key to identify devices
during network discovery.

sysDescr contains: Enter keyword that sysDescr (SNMP-IMdBject) includes.
This field is necessary if twdifferent devices with the same sysObijectID values
but different sysDescr values.

Other Properties: User can enter custom properties of new devices. Each property
has an OID, which will be used to query SNMP agent to get its value.
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Chapter 5. EventSystem

SysUpTi meds event system is a powerful to
traps/informs and internally generateeiformancesvents.

Event system consists of three major components: database tables for storing
events, trap receiver server on segver side, and alarm browser window on the
client side.

Trap Receiver Server

By default, trap receiver server will be automatically started when SysUpTime
server starts up. However, if you do not need trap receiver, you can disable it. To
disable trapeceiver, edit

SINSTALL_DIR/server/server/default/conf/server.propewdies change to
trapReciever=no

The default port number of trap receiver is 162. On some platforms, this port may
already be occupied by some other application, then trap recaiveotbe

started unless you stop the application that takes port 162ffBgsUpTime

server is running on Linux/UNIX, it must have root privilege in order to start trap
receiver at port 162.

In a clustered environment, there can be more than oneetraper servers. In

this case, SysUpTime client connects to all trap receiver servers and display all
the received traps.
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Alarm Browser

On the SysUpTime client side, alarm browser is not opened the first time you
start SysUpTi mel </l Alemmtm Erl owkeri/T@pen Al
menu to open it. If the alarm browser is open when you exit client, its state is
preserved and it will be opened next time you start client. By default, alarm

browser window can hold up to 1,500 trapsidmber of alems exceedthis

number, oldest ones will be removed.

Depending on the configuration, incoming alarms are stored in database or
discarded. You can use alarm browser window to view historical alarm data.
SysUpTime can be configured to periodically deldteatarms.

Alarm Browser x| Monitors Snapshot x| Topology Wiew x| Performance Graph - cpu util of gateway x| Performance Graph - ping sites. .. k||

Ack | Clear | Severity Source Time — Message

E.4.E:E::E:.1B'_'4..1|:|4 2006.09,20 12:55:25 .., |Petformance rearm. ping sites, current value: 104,000

|:| Warning 54.233.1589.104 2006.09.20 12:52:25 ... Performance alarm. ping sites, current value: 554,000

|:| |:| Warning 209.151.56.158 Z006.09,20 12:48:25 ... Performance alarm. ping sites, current value: 320,000

b’
— =1

| &l alarms | Threshald Alarms | Error Alarms || Status &larms | Application Alarms || Troubleshoating &larms

Message: Performance rearm. ping sites, current walue: 104.000 -
Timestamp: 1 howr 17 minutes 50 seconds

Source: G4.233.189.104

Enterprise: 1.3.6.1.4.1.15145.100

SNMP Version: 1 b
Tokal: 4 Critical: u] Majar: o Mirar: o "Warning: 3 Marmal: 1 Trap Receiver Status: Running

Alarm browser is divided into two panels. The upper panel shows summaries of
alarms. The lower one shows details of selected alBnemstatus bar on the
bottom shows the current status of alarm browser.
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The following popup menu will showp if right clicking on a row. The menu
items there have the same effects as those under Tools/Alarm Browser.

Source Titre —

G4 233161 .99 20051042 11:07:23 GRT+0...

G4.233.161.99 20031012 11:04:.

G4.233.161 .99

Reset Fiters
G4 233161 .99 1T+0...
Dizplay Historical Traps

Clear Selected Rows
Change Severity
Zend Email

Delete

Hicle

Hicle Al

Piry

Trace Route
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Menu Items of Alarm Browser Window:

Open Alarm Open alarm browser window. If alarm browser window

Browser already open, it will be braint to the front.

Close Alarm Close alarm browser window. The trap receiver on the

Browser server side is not affected and continues to process
incoming alarms.

Start Trap Start trap receiver for receiving SNMP traps.

Receiver Service

Stop Trap Stop trap receiver.

ReceiverService

Set Filters Set filters to reduce alarms on the scréglter settings

are tied taheuser nameThat is, filtervaluesare the samq
for a user after he logs out and logs in again.

Display Historical
Alarms

Load historicaklarms from database and show them. I{
number of traps isver 1,500, only the first 1,500 traps
are retrieved.

Clear Selected
Rows

Clear selected one or more alarms. User will be promg
enter comment. Comment will be added to detail pane
clearingsucceeded. Other clients can see the change
immediately.

Change Severity

Change the severity of selected alarm both on the clie
side and database. Other clients can see the change
immediately.

Send Email Send selected alarm via email. SMTP server neelle
configured beforehand.

Delete Permanently delete selected alarm both on the client s
and database. Other clients can see the change
immediately.

Hide Hide selected rows. It does not affect alarms in the
database and other client will not beeated.

Hide All Hide all the traps. It does not affect alarms in the datak
and other client will not be affected.

Ping Ping the alarm originator to see if it is reachable.

Trace Route

Trace route the alarm originator.
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There are five levels of sexity: normal, warning, minor, major, and critical. And
their corresponding colors are:

Alarm Severity Color
Normal white
Warning yellow
Minor orange
Major pink
Critical red

Incoming alarms are sorted into five predefined categories dependihg eudnt

configuration: Threshold, Error, Status, Application, Troubleshooting alarms. If

an incoming alarm is not configured, then it does not belong to any categories and

wi || be placed in the AAIl Al armso tab. A
ATool s/ Configure/ Alarm / Evento to set its
in event configuration.
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In the upper panel of the alarm browser window, by default, the alarms are in
chronological order with the most recent alarm at the top of the listcaiosort
alarms by clicking the table header. The table columns are listed below:

Ack It indicates whether the trap is acknowledged or not.
Acknowledging a trap means somebody is working on the netw
issue but this issue has not been resolved yet.

Click the check mark o&kckcolumn to acknowledge the trap. You
will be prompted to enter comment. The comment will be seen i
the detail panel.

When one client acknowledges a trap, the trap status is change
acknowledged in other active clients.

Clear It indicates whether the trap is cleared or not. Cleared trap mea
network issue has been completely resolved. When a trap is cle
the color is changed to white.

Click the check mark oflear column to clear the trap. You will be
prompted to enteatomment. The comment will be seen in the det
panel.

When one client clears a trap, the trap status is changed to cleg
other active clients.

Severity |[Trapds severity.
Source | The IP address of the trap sender.
Time The time when the trap wasaeived.
Message| Brief description of the trap.

Other functionality, such as trap-deplication, event configuration, trap clearing,
and alarm escalation will be described in the configuration chapter.
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Chapter 6. Performance Management

It is impartant to measure network and systems performance in order to manage it.
SysUpTi meds performance management warns
problems in the managed environment. Performance management monitors

network performance variables to ensure thiatmaintained at an acceptable

level. Network throughput, user response time, and line utilization

are good examples of variables that are monitored.

SysUpTime periodically collect and monitor performance variables. When a
performance threshold is examed, an alarm is posted in the alarm browser
window and its associated actions will be performed. There are two different
ways to manage threshold in SysUpTime:

o Selflearning Dynamic Statistical Baseline (based on historical data)

SysUpTime continuouslgxamines what has happened in the past, learns
from it, and creates a dynamic baseline of "normal” performance data. In
operation, SysUpTime then computes and looks for deviations from those
normal parameters. The automated-tdining baseline approach
eliminates timeconsuming manual threshold administration by
automatically generating dynamic thresholds for thousands of monitors.

o Multi-level Fixed Thresholds

It allows user to set multiple thresholds (based on time) with each
threshold correspondito an alarm severity level. Each threshold can be
associated with a time frame. For instance, for weekdays, we can set a
threshold of 80 with severity level of major, 75 with severity of minor; and
for weekends, we can set a threshold of 60 with severigl of major, 55
with severity of minor.

Take for another example that you have configured your system to alert

you i f your routerdés interface utiliza
your router has been running at a 79 percent for all weekifsystem

is not configured to send you an alarm below 80 percent, you will not even

notice this potentially dangerous anomaly in your router till trouble

actually strikes. A proactive stance would be to not let such a situation

arise. You can set multiptaresholds for alarms, one at the critical point

and another before that when the load reaches, say 10 percent before the

critical point.
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Add a New Monitor

==

Log File
Ping
Part
RaDIUS
4 SNMP
' SHMP
=4 SHMP monitor wizard
Bandwidth utilization
CPLU utilization
Check Process State
Disk, utilization
Input bandwidth utilization
Mermory utilization
Cutput bandwidth utilization

<24 55H

: Customn Cormmand
[+ ] 55H monitars Far Linux
[+ ] 55H monitors Far Solaris

. J Telnet

_ Cuskom Command

_| Telnet monitars For Linus
_| Telnet monitors for Salaris
URL Sequence

B J WML

WHI Command
=4 WMI monitor wizard
Bandwidth utiliation
CPU utilization
Disk. utilization
Input bandwidth utilization
Mermory atilization
Cutput bandwidth utilization
Process skate

Windows Service

Close

J

H Refresh ]

~

This window lists available monitor typeRressiNewo button to create a
new monitor.

To eaily create core performance monitors (such as CPU, memory, disk,
bandwidth) easier, you can use SNMP or WMI monitor wiggrdlo this
job. Wizards just ask you enter a few parameters and then automatically
create monitors for you, and it will save yologaof time.When you use
wizards to create monitors, you cannot specify all the parameters of

mo
mo
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Common Form Values

The following figure is the firsscreerof creating a newING monitor:

Hosk name | i, qoogle, com |
Monitor name (1-50 chars) | Ping Google Sike |
Falling interval | 1 | |Minutes w
Decrease palling inkerval by | 1% | times when threshold is crossed
Threshold settings [ Configure ]
Ackions [ Configure ]
Depends an |Nn:|ne L |
Group Pefault Group w |
Snapshat settings (optional) [ Configure ]
Save run results bo database
Tesk run
Ok l [ Cancel
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Host Name

Specify the host name of IP address of the network node to be monitoreo
user enters an IP address, system will try to resolve it to a DNS name an
DNS name internally.

Some monitors allow multiple host names sepdrhtecomma or semicolon.

Monitor A meaningful name for this monitor

Name

Polling The interval between pollings.

interval

Decrease The default value is 1, which means polling interval stays constant. For

polling instance, if thevalue is 5 and the polling interval is 10 minutes. When the

interval by | threshold is exceeded, the polling interval will be changed to 2 minutes. T

X times polling interval will go back to normal when rearm occurs.

Threshold |User needs fi gupe®sebupih@ahaeid.

settings

Actions Configure actions for this monitanly. Actions will be triggered when an
event (alarm or rearm) occuiou can use
ATool s/ Configure/ Al arm/ Event/ Per |
actions for all performance monitor.

Dependson(I f this monitor depends on anoth
state meets the specified condition. For example, if it depends on monito
and the ADepends condit iwbemmo nist gin
perfomarc e t hreshold is not exceeded
AERRORO, then it can run only wh
Multiple levels of dependen@resupported. That is, monitor A can depend
monitor B, and monitor B can depend on ntonCC.

A monitor can only depend on zero or one montttmwever, it can be
depended byeroor more monitors.

Example:

We want to monitor the state of three Windows services A, B and C. Sen\
and B depend on C. If C fails, A and B will fail tooeWan create three
monitors for A, B and C, and make A and B depend on C. So if C fails, w
will receive only one alarm instead of three.

Group A monitor can belong to a group. If later this group is deleted, all monitors
will be removed.

Monitor This value will be used for grouping similar monitors. It will be used in the

Type reporting and tofN functions, such as top 10 nodes by CPU utilization.

Snapshot Optional Chart properties of th

SysUpTime User Manual 39 Copyright iDeskCentridnc.



properties | button to configure it.

Save run Specify whether to save data in database. Data can be used later for rep

results to trending, graphing, etc.

database

Test run Specify whether to do a test run, which can help determine if all monitor
settings are aoect.

Advanced By default, a monitor will start immediately and run 7X24 for unlimited tin

options You can change all those options.
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Edit Metrics:

Edit... X]

Timeouk |5IIIIIIIII | milliseconds

Configure threshold

Packet round trip kime
Packet success rate

[ Ok ][ Cancel ]

This screen lets you configure threshold and other parameters specific to

this metridocbuPtesstid=configure threshc
After configuring metric is finished, it will be placed to the right panel. It

can be edited again by pressing the fAE

Actions
Alarm Actions Configuration E
Email | admin@sysupkime. com (7424} || ] when alarm occur,
when rearm occul
[ ]HTTP Action | | when alarm occur:
| | when rearm occur
[] Run Command | | when alarm occur
| | when rearm occur
Run Remate Cormmand Remote Hosk lgerver (win20.., | | when alarm occur
Remote Host hd | | when rearm occu
[] Camputer Action l:l Remote Host | | |A command that will be executed on the remote computer. |arrn falelallle
l:l Remate Host |:| when rearm ocour]

[] Service Action l:l Remote Host |:| Service Mame l:l when alarm occur
l:l Remote Host |:| Service Mame l:l when rearmn acour

[T Kill Process Remote Host |:| Process Name l:l when alarm ocour
Remote Host |:| Process Name l:l when rearmn acour
[] Alarm Sound | | when alarm occur
(Client Side) [ .. when rearm occur
[ Test Run ] [ Load Default Actions ] ’ Save As Defaulk Actions ]
I Ok ] l Cancel ]

Actions will be triggered when an event (alarm @rme) occurs. The
following actions are supported:
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